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Security issues in organisational information systems: Problems and solutions
Executive Summary
The purpose of this report is to look into the problems which the organizations face constantly due to the emerging cyber security threats. The three main threats identified are Spam, Phishing and Spyware. The report begins with a brief introduction of how the cyber security initiated and then how the scope has broadened as it used to target individuals before and now it has started to target organizations. The report then moves to three main cyber security threats and details have been provided for the same. Spam delivers the unwanted content to organizations and employees and are mainly unsolicited material. Phishing combines “Social Engineering” with the internet technology to commit fraud. Spyware is basically gathering of information surreptitiously. At the end of the report, a set of recommendations is provides which urges the organisation to be more cautious and take pro active action and also be aware of these threats. Their efforts in continuously reporting can reduce these threats considerably.
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Introduction
Business organizations are facing increasing amount of cyber security issues. This is result of the more sophisticated systems used that are complex and hard to break. The examples of major threats include spam (commercial, marketing and unsolicited electronic mails), spyware (a software that tracks the activity of the computer without the prior approval of the user and without his knowledge), and phishing (fraudulent, fake and falsified messages to obtain personal information). These once were considered as a major problem for the consumers and today it has increased in scope and has reached out to the large organizations and has become a cause of concern for the business organizations as well. There has been a steep evolution in the sophistication and also the system is very malicious in nature. Some organizations have employed senior level employees to insure themselves against of such frauds. The main advantage with these sabotage activities is that they are exceptional in identifying the weaknesses of the system which is prevalent within the organisation. The real problem is that it is not only the monetary losses by which the organisation is concerned with, it is the bigger losses like terrorism, criminal groups and foreign intelligent services. The organizations have come up with solutions like setting up of security awareness and training, risk management and assessment, accreditation and certification and other similar procedures to handle the situation. Amongst this, awareness and following a skeptical attitude towards everything is the need of the hour.
Emerging Cyber security threats
Spam
Business organizations have indeed become the victim of the emerging cyber security. This has been partly due to an increase in the sophistication and also the social techniques which are tailor made to break open the security system present in the organisation currently. The threat has moved upwards gradually as there are distinct types of attacks and have become more complex in their very nature. As mentioned above, there are three types of security concern 
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